IBM Proof of Technology (PoT) 

Discovering the Value of Web Application Security Testing with IBM Rational AppScan

Few can argue that web applications present significant threat of attacks for organizations. For IT Security Professionals, they also present a significant challenge. To stay ahead of hackers' and protect sensitive data, security teams need to understand how vulnerabilities in applications are first exposed and then exploited by cyber-criminals for profit. The next step is to be able to identify these vulnerabilities and act on them with the necessary code fixes before hackers can exploit the vulnerabilities.

IBM® Rational® AppScan is an automated scanning tool used to perform vulnerability assessments on Web Applications. AppScan scans web applications, finds security issues and reports on them in an actionable fashion. It provides:

Scanning and testing of the target web applications in order to identify security vulnerabilities

Detailed security defect advisories and fix recommendations for developers

Extensive compliance reporting

Defect logging to bug tracking system which increases web application security visibility and manageability throughout the enterprise

Web application security tests run as part of standard regression test scripts

Participants will receive an overview of how hackers can access their web applications and will also receive hands-on experience through lab scenarios that demonstrate the value of automating web application security testing.

Objective

The objective of this Proof of Technology is to:

Educate participants on the top Web Application Vulnerabilities

Provide hands on experience discovering Vulnerabilities

Provide hands on experience using AppScan to automatically detect vulnerabilities on a Web Application

Date

Thursday March 13th, 2008

Location

IBM CANADA LTD

4601 Canada Way

Burnaby, BC

V5G 4X3

Cost

This session is offered free of charge. Complimentary refreshments including continental breakfast and lunch will be provided. However, participants are responsible for their own business travel expenses.

Schedule

For your convenience, registration and continental breakfast will begin at 8:30

AM. The session will start at 9:00 AM and end at approximately 12:30PM.

Contact for information

To enroll in this Proof of Technology, please contact your IBM Software Sales

Representative or Antony Chiu at antony@ca.ibm.com.

