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Agenda

e Security Landscape

e Vulnerability Analysis
» Top Attacks Overview
» Cross Site Scripting
» SQL Injection
e Automated Vulnerability Analysis
» IBM Rational AppScan Overview
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The Alarming Truth

“Approximately 100 million Americans have been informed that they have suffered a
security breach so this problem has reached epidemic proportions.”
Jon Oltsik — Enterprise Strategy Group

“Up to 21,000 loan clients may have had data exposed”
Marcella Bombardieri, Globe Staff/August 24, 2006

“Personal information stolen from 2.2 million active-duty members of the military,
the government said...”
New York Times/June 7, 2006

“Hacker may have stolen personal identifiable information for 26,000 employees..”
ComputerWorld, June 22, 2006
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Web Hacking Incident Database — WASC

Yweb Application Security Consortium - Web hacking Incidents Database (WHID) - The Web Hacking Incidents Database - Mozilla Firefox: I6M Edition
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5 incidents listed
incidents liste About
WHID 2005-65: LexisNexis Data Breach WHID
Reported: 17 February 2008 Sponsored
Occurred: 0% March 2005 by Breach
Security

Classifications:
= Attack Method: Insufficient Anti-autormation
= Country: US4
s Outcome: Leakage of Information
= ¥ertical: Information Services

http://www.webappsec.org/projects/whid/
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High Level Web Application Architecture Review
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